KM China Employee Privacy Notice
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Kongsberg Maritime China Ltd. and Kongsberg Maritime China Jiangsu Ltd.
(Collectively referred to as “KM China” or “We”) are committed to being
responsible for processing your personal information.
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Before you use or submit any information, please carefully review this Privacy Notice
(this “Notice”). We will continue to evaluate this Notice to reflect our personal
information processing activities, and we may make changes to this Notice
accordingly. Any changes will be made on this page, and you should check this page
periodically for updates. If we make material changes to this Notice, we will provide
you with notice when required by law.
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This Notice contains the following sections:
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1. Application and definition
1. EHveEME X

This Notice governs and describes KM China’s practices (as a personal information
processor under China’s data and privacy law) in connection with personal
information that we collect and process from our employees in Mainland China.
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Definitions of “personal information”, “sensitive personal information”, and
“processing” in this Notice are set out as follows and are consistent with the
definitions in the relevant laws.
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- Personal information: refers to various types of information recorded in
electronic or other ways that are related to an identified or identifiable natural
person, but excluding anonymized information.
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«  Personal information processor: refers to an organization or individual that
independently decides on the processing purposes and processing methods during
Pl processing activities.
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- Sensitive personal information: refers to personal information that, if leaked
or used illegally, may easily lead to an infringement upon the human dignity of a
natural person or endangerment of the safety of his/her body or property,
including information on biometric identification, religious beliefs, specific
identity, health care, financial accounts, and personal whereabouts, and personal
information of minors under the age of fourteen. Sensitive personal information
is in bold and underlined to draw your attention.
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« Processing: includes personal information collection, storage, use, processing,
transmission, provision, disclosure and deletion, etc.
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2. How we collect and use your personal information
2. BATIATEREMERERNAER

We will only collect and process your personal information for the following purposes
described in this Notice in accordance with the principles of lawfulness, legitimacy,
necessity and good faith and in compliance with applicable laws and regulations.
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2.1.  Human Resources Management A J7 %5

e \When you are on boarding, for the purpose of establishing employment
contract or dispatch agreement with you, we will collect and use your
name, 1D number, passport number, gender, age, phone number, address,
email address, diploma, employment certificate, crime record, and health
check of occupational disease.
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e After you are onboarded, for the purpose of assisting the issue of the
documents to you (i.e., certificate of employment and working injury
report), we will collect and use your name, ID number, passport number,
gender, position, date of employment, attendance record, sick leave
certificate, medical record, age, nationality, marital status, phone number,
address, email address, education record, employment record, family
information, emergency contact person, crime record, health check
record, position, salary information, bank account.
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e After you are onboarded, for the purpose of human resource planning (i.e.,
conducting internal communication, training, promotion, demotion,
transfer and performance review, access card), we will collect and use your
name, gender, age, phone number, electronic photo, education record,




employment record, position, career development history within company
(competence record, training record),salary information, work hours
overview and task details.
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e At the time of your departure, for the purpose of checking out with you,
we will collect and use your name, 1D number, passport number, gender,
age, phone number, address, email address, diploma, employment
certificate, crime record, health check of occupational disease and
salary information.
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e After your departure , we will collect and use your name, 1D number,
passport number, position, period of employment and performance.
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2.2.  Payroll and Benefits # BFI4ER]

e When you are paid by us with salary, for the purpose of paying your
monthly salary, overtime pay, bonuses and reimbursements for expenses,
we will collect and use your name, 1D number, passport number, bank
account details, housing fund account, salary information, pension
contributions, tax and national insurance, attendance, holiday, sick leave
certificate, medical record, other absences and reimbursement details.

APAVAESAT LB, O3 7 SRS A T8 AN . AR
WA, FATKUERMEH SRS . SHESHE. FRSD. 817
KIEERE. EEAREKS, . THELR. FREREE. BBERR
By HEh. EIY. WEGE . BrRsk. HARSRENE SRS S .

e \When you are paid by us with salary, for the purpose of handling your
social insurance, housing fund and individual income tax report, we will
collect and use your name, 1D number, passport number, housing fund
account, salary information, pension contributions, tax and housing fund.
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2.3.

If you are entitled to the supplementary medical insurance, for the purpose
of issuing supplementary medical insurance to you, we will collect and use
your name, ID number, passport number, gender, phone number. If you
wish to take out medical insurance for your children, we may need you to
provide us with your child information(if applicable). You understand
and acknowledge that if you obtain business insurance for your family
members, you may be required to provide us with information about
your family members, and that you should ensure that you have
obtained valid consent from the insured person when you provide us
or the insurer with your family member’s personal information. If you
provide us with personal information of a child under the age of 14,
please ensure that you are the parent or guardian of the child, or have
obtained the consent of the parent or guardian of the child.
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If you are entitled to health check, for the purpose of providing health
check to you, we will collect and use your name, 1D number, passport
number, gender, phone number and marital status.
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If you are entitled to private car for work, for the purpose of issuing private

car for work to you, we will collect and use your name, 1D number,
passport number, vehicle licence, driving licence and insurance.
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Administration 7B E

If you are involved in one of our administrative work (i.e., PPE/tools
delivery, stationery, car rental, express, business cards and invitation
letter/dispatch letter, deliver documents to bank), we may use your name,
date of birth, gender, nationality, purpose, enter time, company name, ID_
number, passport number, passport scanned copy (for KMCJ), mobile,




2.4.

2.5.

home address, purpose, travel address, hotel address, company address,
whereabout information, dept, title and e-mail.
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If you participate in company-organized activities, we may need to take
photos that include you for the purpose of writing activity news and
publishing it.
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If you are travelling abroad for business or need to apply for a visa, in
order to help you with the administrative work involved, we need to collect
your name, date of birth, gender, nationality, passport number, travel
itinerary and email.
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IT/IS administration {EBHFARME R ZLEH

In order to help you with your IT/Information Security administration
related tasks, we will collect and use your contact details (i.e. control of
logical access, e-mail communication, IT environment administration and
monitoring, IT system license management, support and incident
management, access control — physical doors and video surveillance), we
may use your contact details (i.e. name, email), organizational belonging,
IP addresses, electronic logs for use of IT-resources, installation/use of IT
systems, user profile/account information, support or incident case
information, 1D/access badge information, access logs, face and route.
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In order to help you with your IT/Information Security administration
related tasks , we will collect and use your contact details (i.e. control of
logical access (i.e., manage the information about visitors entering office,
customized work clothes, special operation certificate management, HSE
reporting), we may use your name, phone number, visitor's company name,
location, department, height, weight, waist circumference data,

Information for work number, subcontractor's name, enter time, departure
time, visitor, reason for visit, team, types of special operation certificates,
retraining time.
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2.6. Management &

In order to help you with your management related tasks (including but not
limited to travel account application, air/hotel/train/car booking, visa
application, travel insurance, labour union activities, Party activities,
company registration, internal and external event, compliance system,
vendor management and deliver reports to the government), we will collect
and use your name, employee ID, cost centre, ID number, passport
number, ID/passport scanned copy, email, mobile number, air company
membership ID, line manager, itinerary, birth date, gender, on board date,
family information, work experience, children’s birth date, birth place,
nationality, education, living address, position, company name, conflict
of interest declaration.
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2.7. Sales & Marketing and Customer Support 854, T BEHSE RS

In order to help you with your global sales & marketing related tasks (i.e.
customer events and technical seminars, webinars, exhibitions,
maintenance supplier's bidding platform, visit customers for projects
discussing in daily work, customer contact information, collection under
account in our systems, new contracts and Technical Agreement), we will
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collect and use your name, position, company name, name of participants,
phone number, title, email address, 1D number, phone number, car
number.
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In order to help you with your global customer support related tasks (i.e.
provide the information to the shipowner for troubleshooting and
attendance, apply yearly boarding pass for field service engineer, apply for
specific boarding pass or gate entry permit, register on customer inquiry
platform, business trip to overseas, assist to apply the visa for overseas
employee), we will collect and use your name, phone number, email
address, WeChat, 1D, photo, vaccine certification, labour contract,
insurance, medical examination report, car number, family contact,
living address, drive license, legal person passport, travel itinerary,
insurance and movement record.
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2.8.  Logistic ¥

In order to help you with your logistic related tasks (i.e. warehousing,
delivery, project factory acceptance test equipment testing, project on-site
service as well as KDI Simulation services, custom declaration, arrange
transportation, renew/extend custom registration, place order and track
shipment), we will collect and use your name, phone number,
transportation vehicle number, address, email address (if have).
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2.9. We need to process the sensitive personal information mentioned above
(information in bold and underlined), otherwise we will not be able to provide you
with the corresponding services.

HATHR ZAL B EABURNNGEE I, SR TRIRBMER) » S NPK ik
TGRS

As you are aware, if sensitive personal information is leaked or illegally used, it
may have a certain impact on the dignity, personhood, and property security of
you.
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2.10. Circumstances Where Consent Is Not Required A HREFEZEKIEL

Pursuant to the applicable laws and regulations, we may process your personal
information under any of the following circumstances without your consent:
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e Where it is necessary for carrying out human resources management under
our legally-established company employment policy or a
legally-concluded collective contract;
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e Where it is necessary for us to perform a statutory responsibility or
statutory obligation;
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e Where it is necessary for us to respond to a public health emergency, or for
protecting the life, health or property safety of you in the case of an

emergency;
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e Where your personal information is processed within a reasonable scope to
carry out any news reporting, supervision by public opinions or any other
activity for public interest purposes;
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e Where the personal information, which has already been disclosed by
yourself or otherwise legally disclosed, is processed within a reasonable
scope and in accordance with the Personal Information Protection Law; or
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e Any other circumstance as provided by applicable laws and regulations.
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3. How we share or publicly disclose your personal information
3. BATWARERATHEENAER
3.1. Sharing =%

In order to achieve the purposes above, we may entrust third-party service providers
to assist us. We will send your personal information to human resources management
suppliers, IT infrastructure suppliers and human resources management system
suppliers, travel arrangement service supplier, health check service supplier and
transportation service supplier. For companies, organizations and individuals who we
entrust to process your personal information, we ask them to handle your personal
information in accordance with our instructions, this Notice and applicable laws.
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Depending on your roles and responsibilities, we may need to provide your personal
information to local government based on the local laws and regulations requirements
(e.g., government audit). We will inform you of the relevant information as required
by the applicable laws and regulations.
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Besides, we may provide your name, phone number, email address, and WeChat to
client companies for reasons such as customer liaison and trouble-shooting, which
may vary in terms of the type of personal information provided. If you are a
department manager, we may also require your name, 1D and phone number in order
to register for the customer advice platform. In order to apply for specific boarding
pass or gate entry permit, we may also provide your name, 1D, phone number,
WecChat, vaccine certification, labour contract, insurance, medical examination
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report, car number, family contact, living address, drive license to ship agent or
shipyard in China. You acknowledge and agree that the provision of such
information is necessary for the performance of your day-to-day work and will
provide you with the relevant information of the recipient at the time when there
is business needs.
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Since KM China is a multinational corporation, as part of our international operations,
our business entities and departments may share information with our overseas
affiliate companies, as described in Chapter 7 “How we transfer your personal
information overseas” of this Notice.
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In addition to the above, to achieve the purposes mentioned above, we may need to

share your personal information with third parties who can determine the purposes
and methods of the processing your personal information
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Third Party Contact Type of Personal Purpose and Means
m=T Information | Information = AR H B R R
BETBRR | PAERRE
VB
FESCO Adecco | http://en.fesc | name, ID number, gender, Buying supplementary medical
Human oadecco.com | phone number, child for you and your family
Reso-urces {mdexhphlilpr information (if applicable) Sy s R BR3P B M
SEW'CE _ acy.html | o gMEEEED, MR | TR
Shanghal €O | 100.030-06 | FHL =4, FhefMAEE
Ld. 9 CHEAD
LR AERL
NI BRI
FiFHR AR

AIG Insurance | https://www. | Name, ID, passport number, | Buying supplementary
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http://en.fescoadecco.com/index.php/privacy.html
http://en.fescoadecco.com/index.php/privacy.html
http://en.fescoadecco.com/index.php/privacy.html
http://en.fescoadecco.com/index.php/privacy.html
https://www.aig.com.cn/individuals/privacy-notice

Third Party Contact Type of Personal Purpose and Means
m=T Information | Information = AR B RS R
BETBRR | PAERRE
VN
Company aig.com.cn/i | birth date, gender, mobile travelling insurance for you.
China Limited | ndividuals/pr | number, email address, Sy BT ) 2 e (R
W= | ivacy-notice | itinerary, employee number.
HIR A w4, e, FRSE.
HAEEAL A FHLS.
FL R btk AT RE TR
RILTLS
Trade Union laborunion@ | Name, gender, date of birth, For Trade Union members:
Committee of fescoadecco. | date of joining the trade union, | Provide benefits, organising
FESCO Adecco | com employee ID, department, trade union activities,
Human personal information of your administering the trade union
Resources family members, your and carry out other trade
Service employment history, and_your | union-related activities
Shanghai children’s names and dates permitted by law. Provide your
Co.,Ltd. of birth children with their gifts for
b A ﬁi%? PE H:':EEH; )\ Children’s Day, we need to
NSRS %N@\ﬁI%\IW%H\Cme
AR A ERREMSUSL TEE | e g T ans, BT
TamA S Vi, DRETEMRERNE |y oo impl, moiTom
EER. Z. FET S, TR IR
FVFIIS T AHRHTES), BA
Fo 2 B 1) £ 1 R T80 L 5 A
F.
Trade Union smb752.km.c | Name, gender, ID number, Provide benefits, organize
Committee of hina.jiangsu.l | nationality, native place, union activities, manage the
Kongsberg abor.union@ | registered residence, education | union and carry out other
Maritime China | km.kongsber | background, entry time, related activities permitted by
Jiangsu Co., g.com department, contact number, law.
Ltd employment hist(?ry, family BRI 2T 255 4%
L members and their T4 R IR R VR
ST occupations 5T
AR T A% Wb, PR, BENER, R
Fa W, FETL, JUEEML, S,

N TR, TARERTT, HRAR
R, DA, FEE G
SR
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https://www.aig.com.cn/individuals/privacy-notice
https://www.aig.com.cn/individuals/privacy-notice
https://www.aig.com.cn/individuals/privacy-notice
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mailto:laborunion@fescoadecco.com
mailto:smb752.km.china.jiangsu.labor.union@km.kongsberg.com
mailto:smb752.km.china.jiangsu.labor.union@km.kongsberg.com
mailto:smb752.km.china.jiangsu.labor.union@km.kongsberg.com
mailto:smb752.km.china.jiangsu.labor.union@km.kongsberg.com
mailto:smb752.km.china.jiangsu.labor.union@km.kongsberg.com

3.2.  Public disclosure AFFH:E

If you are an employee working in the canteen at Kongsberg Maritime China Jiangsu
Ltd., in order to fulfill the national regulatory requirements on food health, we may
publicly disclose your health certificate in the canteen.

IR R AN R QLI ARAFEE TR RT, N THEERE
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If you participate in company-organized activities, we may publicly disclose news

photos that include your image for the purpose of publishing activity-related articles
on the intranet or WeChat official account.
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4. How we store your personal information
4. BRATFAIRFERNMNER

We will take necessary security measures to ensure the safety of your personal
information.
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We only retain your personal information within the minimum period which is
necessary for the fulfilment of the purposes stated in this Notice. Meanwhile, we will
also store your personal information with adherence to the mandatory provisions
about the retention period rising from applicable laws and regulations (e.g., during the
term of employment contract and 2 years after the termination of employment
contract). Once expired, we will delete your personal information or anonymize it.
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5. How we protect your personal information
5 BATIAMRFERDANE R

We have implemented industry accepted administrative, technical, and physical
security measures to protect the personal information you provide and to prevent the
data from being accessed, disclosed publicly, used, modified, damaged or lost without
authorization. We will take all reasonable and practicable measures to protect your
personal information.
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FATE SN 1 AT A NHAT B SR B 2 i it R IR At S B B, B
B 1IR3 BIORZFRBLTT 1] . AT AL B2 SUREE K. AR RE—V)
EHE AT R ORISR AE

However, we cannot and do not guarantee that these measures will provide absolute
security. Where a personal information security incident occurs unfortunately, we will
inform you as required by the laws and regulations via mail, letter, telephone, pushed
notification or other available means. Where it is difficult to inform the subjects of the
personal information one by one, we may publish an announcement on our Services.
Where required by law, we will also report the treatment result of the personal
information security incident.

B3, FATHAREORUEIX L fi R P2 B xt 22 4 A2 AN NE B2 e F 1,
ATV WL R I 2R S 8 5 FOAR GG O, AELLIZE — S fgnt, &A1&
RIE B A R TT ABAT 2 o [FI, AT 12 HEE AU 8 A ] 25K,
EARANE B 2 ER B

6. Your choices and rights
6. BHIIEFEAT]
RAEAROEAE, BRI NG B =AM AR

1) the right to know and the right to decide on the processing of your personal
information;

RO IR NS BRI B = JE R e L

2) the right to restrict or refuse the processing of your personal information by
others;

T8 BUPR 1) B 4B 4 AT IS NS B AT A 3
3) the right to consult and duplicate your personal information;
BHEBAER. ZRERNDNEER

4) the right to request personal information processors to correct or supplement your
personal information where you discover the information is incorrect or incomplete;

AR ISR NAG BAMERABCE A S8, BAEPAERIATHATE L. 478

5) the right to withdraw your consent to the processing of personal information
based on your consent (but please note that your withdrawal of consent does not affect
the validity of the processing of personal information that has been carried out based
on your consent before the withdrawal);
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6) the right to request the transfer of personal information to your designated
personal information processors;

A BOE R NG B 21048 € W HARAN NG B AL FE 2
7) the right to delete your personal information under specific circumstances.
EABAER O ZRIATMER SR NAE B .

If you want to exercise your rights above, please contact us via the contact
information provided in this Notice. To protect the security of your personal
information, we need to verify your identity in order to respond to your rights
request(s), and we may not be able to respond to the request(s) for rights related to
personal information that are not from you or authorized by you (for example,
requests to consult personal information of someone else).

IR ARG AEAT i _EIABUR, IR ABOR PR AR R B 5N AR . IR
I NG IS 2, AT ZEAZ S 5 3 A A8 A BURITR 3K, JRATT ] BETE i
P AEA N AR LA NIRBL AN NS B AR SBURE 3K (B R & A A A5
iSO

Additionally, the rights above are subject to limitations and exceptions under
applicable law. We will respond to and comply with your request(s) consistent with
applicable law as soon as reasonably practicable. If you have unresolved concerns,
you also have the right to complain to relevant supervisory authorities or where
applicable, file a lawsuit with the court in accordance with applicable law.

BEAk,  EIRBOM T E 2> 32 SR VA AR . FRATIEAE S BEATAT RIS OL TR
PR A5 A 32 ] L ) oL J )35 5K o A SR AE A AT AR DR [, s AT AL 1 A
RUEHER, BRI AR AR IRk .

7. How we transfer your personal information overseas

7. BATITRIERIA NG BAER Z 551

For the purposes stated in this Policy, we may transfer your personal information to
our headquarter located outside of mainland China, i.e., Kongsberg Gruppen ASA.
Where personal information is transferred to another jurisdiction outside mainland
China, your personal information will be secured by appropriate safeguards as set
forth under applicable law, including without limitation, where applicable by the use
of the standard contract officially published by the supervisory authority for the
transfer of Information between mainland China and other jurisdictions. To the extent
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required under applicable law, we will obtain separate consent from you before the
transfer of your personal information.

T AR IR I H 0, BATA] BE 2R

N PR

RIS NAT 2 e 7% BIBATIAL T rp [ AR A

HRIVEER . 2 NG B 2 b B RBE BN 73— AN R EREIX N, A
5 RS2 BE A A UE 1IE A (RIS 0 PRI, BAREARR T, ARG H 1S B
5 A R R AT Al ] 9 A DX TR R R A S I A LA I R AT bR e
Ao ARG VA RILE ROV BB N, AT PR AS R 1S N AT B RTEAS s 1 Sk ]

Eo
Country/re
Name of the | Contact Purpose and .
- . . . . gion
recipient informatio means of Types of personal information
n processing BB
BAN RS MWNEISY Lz e
LR KRG | MBEEREGR
FKIHIX
privacy@k | (1) Security (1) name, department, heath
ongsberg.c | management information
om . poran ﬁég S 3:le I‘j > ﬁ)ﬁ{é“%‘
- G A ! =
(2) Name, 1D, passport number,
(2) Shareholder | passport photo, birth date,
for approval, nationality, living address,
give access for education, mobile number, email
Kongsberg employees and address, position, line manager, Norway
Maritime give advice conflict of interest declaration
AS regarding interest | 4 ., SUHE. PEED. B Bk
of conflict B ik FT A R
declaration Wik 2255 FHLERD. BT
MRttt #2F | fRHbdk. HRGZ o HISEE. R
ALY, | SR
FERAT KA 2 h
R HIEEL
privacy@k | (1) Human (1) Name, 1D number, Passport
ongsherg.c | resource number, gender, age, phone
om management number, address, email address,
Kongsber N diploma, Employment certificate,
gsherg IS Py Norway
Gruppen crime record, health check of
ASA (2) IT system occupational disease, salary R

management and
maintenance.

IT RGEH0E 2

information, attendance record,
sick leave certificate, medical
record, position information,
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4

(3) insurance
services

ORISR 55

(4) Office
support

TIASCHRF

(5) Shareholder
for approval,
give access for
employees and
give advice
regarding interest
of conflict
declaration

EAHHE, BT
STV AR,
PR S i o
Nl TiOEE AN

nationality, marital status, family
information, emergency contact
person, bank account, career
development history within
company(competence record,
training record).
4. FESE. FRSE.
PR AEES. MG SRS, Hbdk.
HL - IS SCAE VAR
RFEEF. BARERERE.
TG B BB W RAE B
Eyrids. IAEE. EEE. 48
RO FEER . BRAR
A BT AR ALK
eI (Redrics. Blds)

(2) Contact details (i.e. name,
email), organizational belonging,
IP addresses, electronic logs for
use of IT-resources,

installation/use of IT systems,
user profile/account information,
support or incident case
information

BRI ik 4 e |
HAAA)E 1P bk, 1T BYRAl
R FHE. 1T 2GR 28
. APRRIKPER. X
ESEEE A E ST

(3) Name, employee ID, ID_
number, gender

A, AT SIESH.
el

(4) name, phone number, email
address, WeChat

g, WG BRAE. S

(5) Name, 1D, passport number,

passport photo, birth date,
nationality, living address,

education, mobile number, email

address, position, line manager,
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conflict of interest declaration
w4, GMiE. PRSE. 3
BB, HAEH., EE. B
Hibik =P FHLSRS . H R
PERbdE. BRAL L BRI ER. B
i TR B
Tel: +86 10 Name, employee ID, cost centre,
6462 9100 . ID number, email, mobile
Provide -
emergency number, air company
Email:Beiji SecUrity SUDDOT membership 1D, passport
ng@interna ¥ stpport number, line manager, itinerary,
tionalsos.co | #{ft'% 222437 | birth date.
; m E . . . Norway
International N R N N
SOS v =)
B FL S M HLF R FAL S ik
e AT 2 Ry RS,
Privacy %IK ]‘—‘lééiix ’/T_Jt?fljf\ II:EIQEAEI/HE
Link:
Privacy at
Internation
al SOS
Other privacy@k name, passport.
Kongsberg | ongsberg.c Y, . Norway,
overseas | om Apply for iR
e Sweden,
affiliates invitation letter. .
Singapore,
HAt 1A 1 K17 B . Korea and
HEAP IR etc.
1

8. Updates to this Notice
8. ABURKIEH

We reserve the right to update this privacy statement at any time, and we may modify
the terms of this Notice in a timely manner based on updates to our services,
technological advancements, data processing practices, and relevant legal
requirements. We will provide you with a new privacy Notice in accordance with
applicable laws for any changes made. We may also inform you from time to time
about how your personal information is being processed through other means.
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FATT DR B LA AT IS A BB A FEAA BRI ABUR], - BRATT AT e 2 MR 38 A 55 (K SE B 1 0L
T A FERE D | Hidhi Ak PR ) S B S VA2 B0 AR 5 SR B A8 B AR UK ) 2
PAPRARYE LR DA, RS SR B IFSAA B . FRATT AT GEASI 3t DAL At
TG RERTERADNE BB .

9. Contact us

9. KRR

If you have questions about this privacy notice or wish to contact us for any reason in
relation to our personal information processing, please contact us at
privacy@kongsberg.com, or via physical address:

Corporate Privacy Officer Kongsberg Gruppen ASA
P.0.Box 1000
3601 Kongsberg

WER X AR A BE N, BRI & B NG B AL ) A 2 S5 IRATI R,
HHEA LR G RATEE &R privacy@kongsberg.com, EE U0 HE A bl

Corporate Privacy Officer Kongsherg Gruppen ASA
P.O.Box 1000
3601 Kongsberg
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