KDI China Employee Privacy Notice
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Kongsberg Digital Technology Service (Beijing) Co., Ltd. (“KDI China” or “We”)
are committed to being responsible for processing your personal information.
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Before you use or submit any information, please carefully review this Privacy Notice
(this “Notice”). We will continue to evaluate this Notice to reflect our personal
information processing activities, and we may make changes to this Notice accordingly.
Any changes will be made on this page, and you should check this page periodically
for updates. If we make material changes to this Notice, we will provide you with notice
when required by law.
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This Notice contains the following sections:
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1. Application and definition
1. EHEREAE X

This Notice governs and describes KDI China’s practices (as a personal information
processor under China’s data and privacy law) in connection with personal information
that we collect and process from our employees in Mainland China.
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Definitions of “personal information”, “sensitive personal information”, and
“processing” in this Notice are set out as follows and are consistent with the
efinitions in the relevant laws.
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e Personal information: refers to various types of information recorded in
electronic or other ways that are related to an identified or identifiable
natural person, but excluding anonymized information.
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e Personal information processor: refers to an organization or individual
that independently decides on the processing purposes and processing
methods during personal information processing activities.
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e Sensitive personal information: refers to personal information that, if
leaked or used illegally, may easily lead to an infringement upon the human
dignity of a natural person or endangerment of the safety of his/her body or
property, including information on biometric identification, religious beliefs,
specific identity, health care, financial accounts, and personal whereabouts,
and personal information of minors under the age of fourteen. Sensitive
personal information is in bold and underlined to draw your attention.
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e Processing: includes personal information collection, storage, use,
processing, transmission, provision, disclosure and deletion, etc.
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How we collect and use your personal information

2. BATATRERER BRI ANER

We will only collect and process your personal information for the following purposes
described in this Notice in accordance with the principles of lawfulness, legitimacy,
necessity and good faith and in compliance with applicable laws and regulations.
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2.1.
2.1.

Human Resources Management

AIBFEE

When you are on boarding, for the purpose of establishing employment contract
or dispatch agreement with you, we will collect and use your name, ID number,
passport number, gender, age, phone number,_address, email address,
diploma, employment certificate, crime record, health check of occupational
disease and salary information.
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After you are onboarded, for the purpose of issuing the certificate of
employment (i.e., certificate of employment and working injury report,
work and residence permits and housing rental services for foreigners,
urban residence permits and household registration), we may need to
collect and use your name, ID number, passport number, gender,
position, date of employment, attendance record, sick leave certificate,
medical record, age, nationality, marital status, phone number,
address, email address, education record, employment record, family
information, emergency contact person, crime record, health check
record, salary information, bank account.
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After you are onboarded, for the purpose of human resource planning
(i.e., conducting internal communication, training, promotion,
demotion, transfer and performance review, access card), we will collect
and use your name, gender, age, phone number, electronic photo,
education record, employment record, position, career development
history within company (competence record, training record),salary
information, work hours overview and task details.
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After you are onboarded, for the purpose of project resource planning, we will
collect and use your name, phone number, email, education, past experience,
age and education diplomas.
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At the time of your departure, for the purpose of checking out with you, we will
collect and use your name, ID number, passport number, gender, age, phone
number, address, email address, diploma, employment certificate, crime record,
health check of occupational disease and salary information.
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After your departure, in order to cooperate with your background check, we will
collect and use your name, ID number, passport number, position, period of
employment and performance.
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2.2.

Payroll and Benefits

2.2. FHEMER

When you are paid by us with salary, for the purpose of paying your monthly
salary, overtime pay, bonuses and reimbursements for expenses, we will collect
and use your name, ID number, passport number, bank account details,

housing fund account, salary information, pension contributions, tax and

national insurance, attendance, holiday, sick leave certificate, medical record,

other absences and reimbursement details.
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When you are paid by us with salary, for the purpose of handling your social
insurance, housing fund and individual income tax report, we will collect and

use your name, ID number, passport number, bank account details, housing

fund account, salary information, pension contributions, tax and national
insurance.
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If you are entitled to the supplementary medical insurance, for the purpose of
issuing supplementary medical insurance to you, we will collect and use your

name, ID number, passport number, gender, phone number. If you wish to

take out medical insurance for your children, we may need you to provide us
with your child information (if applicable). You understand and

acknowledge that if yvou obtain business insurance for vour family

members, you may be required to provide us with information about your
family members, and that vou should ensure that you have obtained valid

consent from the insured person when vou provide us or the insurer with

your family member’s personal information. If you provide us with
personal information of a child under the age of 14, please ensure that you
are the parent or guardian of the child or have obtained the consent of the
parent or guardian of the child.
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2.3.
2.3.
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If you are entitled to health check, for the purpose of providing health check to
you, we will collect and use your name, ID number, passport number, gender,
phone number and marital status.
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If you apply for the employee reimbursement, for the purpose of issuing the
employee reimbursement to you, we will collect and use your name, ID
number, passport number, bank account details and reimbursement details.
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Compliance

EMEE

If you are involved in one of our potentially internal investigations/audits, we
may use your employee information which is already collected by HR during
onboarding. Investigations/audits could potentially look at financial records,
travel details and email correspondence to determine potential misconduct.
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Administration {TEUEHE

If you are involved in one of our administrative work (i.e., PPE/tools delivery,
stationery, car rental, express, business cards and invitation letter/dispatch letter,
deliver documents to bank), we may use information about you that has already
been collected by HR at the time of your employment, including your name,
date of birth, gender, nationality, purpose, departure and entry time, company
name, ID number, passport number, passport scanned copy, mobile, home

address, purpose, travel address, hotel address, company address, whereabout
information, dept, title and e-mail.
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2.5.
2.5.

2.6.
2.6.
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In order to help you manage your work related tasks (including but not limited
to travel account application, air/hotel/train/car booking, visa application, travel
insurance, labour union activities, Party activities, company registration,
internal and external event, compliance system, vendor management and deliver
reports to the government), we will collect and use your name, employee 1D,
cost center, ID number, passport number, ID/passport scanned copy, email,

mobile number, air company membership ID, line manager, itinerary, birth date,
gender, on board date, family information, work experience, children’s birth

date, birth place, nationality, education, living address, position, company name,
conflict of interest declaration.
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IT administration
IT &8

After you are onboarded, for the purpose of administering and managing
information technology (IT) and information security to support the business,
we will collect and use your contact details (i.e. name, phone number, email),
organizational belonging, IP addresses, electronic logs for use of IT-resources,
installation/use of IT systems, user profile/account information, support or
incident case information.
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Security
ZREHE

After you are onboarded, for the purpose of supporting and managing
safeguarding against illegal or unauthorized entry into areas, building or rooms,
and being able to detect and respond to cyber-attacks on KDI's products,
services or IT infrastructure, we will collect and use your name, email, phone,
department, date of visit and local IP address.



2.7.
2.7.

2.8.

2.9.
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Sales & Marketing and Customer Support
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In order to help you with your global sales & marketing related tasks (i.e.
customer events and technical seminars, webinars, exhibitions, maintenance
supplier's bidding platform, visit customers for projects discussing in daily
work, customer contact information, collection under account in our systems,
new contracts and Technical Agreement, register on customer inquiry platform,
business trip to overseas, assist to apply the visa for overseas employee, etc.),
we will collect and use your name, position, company name, name of
participants, phone number, title, email address, ID number, phone number,
photo, labor contract, insurance, family contact, living address, travel itinerary,
insurance and movement record. etc.
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We need to process the sensitive personal information mentioned above
(information in bold and underlined). Otherwise, we will not be able to provide
you with the corresponding services.
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As you are aware, if sensitive personal information is leaked or illegally used,

it may have a certain impact on your dignity, personhood, and property security
of you.
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Circumstances Where Consent Is Not Required A 752 B & HI1H M

Pursuant to the applicable laws and regulations, we may process your personal
information under any of the following circumstances without your consent:
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Where it is necessary for carrying out human resources management under our

legally-established company employment policy or a legally-concluded
collective contract;
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Where it is necessary for us to perform a statutory responsibility or statutory
obligation;
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Where it is necessary for us to respond to a public health emergency, or for
protecting the life, health or property safety of you in the case of an emergency;
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Where your personal information is processed within a reasonable scope to
carry out any news reporting, supervision by public opinions or any other
activity for public interest purposes;
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Where the personal information, which has already been disclosed by yourself
or otherwise legally disclosed, is processed within a reasonable scope and in
accordance with the Personal Information Protection Law; or
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Any other circumstance as provided by applicable laws and regulations.
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We need to process the sensitive personal information mentioned above

(information in bold and underlined), otherwise we will not be able to provide you

with the corresponding services.

WATH Z AL AR NGEE I B TRIKEER) » SR L%
TG SEBEAR B R 55

As you are aware, if sensitive personal information is leaked or illegally used, it
may have a certain impact on the dignity, personhood, and property security of you.
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3.

3.

How we share your personal information
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In order to achieve the purposes above, we may entrust third-party service
providers to assist us in providing relevant operation and service support. Such
third parties entrusted by us include HR management system providers,
compliance service providers, etc. For companies, organizations and individuals
who we entrust to process your personal information, we ask them to handle
your personal information in accordance with our instructions, this Notice and
applicable laws.
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Depending on your roles and responsibilities, we may need to provide your
personal information to local government based on the local laws and
regulations requirements (e.g., government audit). We will inform you of the
relevant information as required by the applicable laws and regulations.

MRYEE I F AT, FATRT REFR ZARYE 2y E A 2R (flhn, B
I THESR) A 3 BUR R S AN 2 o BATRARSEE A A
SR A A 5SS R

We may provide your name, phone number, email address, educational
background, employment background, age, diplomas, overview of hours
worked and details of tasks to client companies for review as part of their due
diligence requirements, which may vary in terms of the type of personal
information provided. You acknowledge and agree that the provision of such
information to our clients is necessary for the performance of your day-to-
day work and will provide you with the relevant information of the
recipient at the time of the client's due diligence request.
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We may also provide your personal information to our overseas affiliates for
purposes such as group management, as described in Chapter 7 “How we
transfer your personal information overseas” of this Notice.
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In addition to the above, to achieve the purposes mentioned above, we may need
to share your personal information with third parties who can determine the
purposes and methods of the processing your personal information
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Third Party | Contact Type of  Personal | Purpose and Means
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FESCO laborunion@fe | name, ID__ number, | Buying

Adecco scoadecco.com | gender, phone number, | supplementary

(China) child _information _(if | medical for you and
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4. How we store your personal information

4. BATIAREFENDSNMER

S.

We will take necessary security measures to ensure the safety of your personal
information.
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We only retain your personal information within the minimum period which is
necessary for the fulfillment of the purposes stated in this Notice. Meanwhile,
we will also store your personal information with adherence to the mandatory
provisions about the retention period rising from applicable laws and
regulations (e.g., during the term of employment contract and 2 years after the
termination of employment contract). Once expired, we will delete your
personal information or anonymize it.
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How we protect your personal information
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5. BATWMARIPEHINNE R

e We have implemented industry accepted administrative, technical, and physical
security measures to protect the personal information you provide and to
prevent the data from being accessed, disclosed publicly, used, modified,
damaged or lost without authorization. We will take all reasonable and
practicable measures to protect your personal information.
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e However, we cannot and do not guarantee that these measures will provide
absolute security. When a personal information security incident occurs
unfortunately, we will inform you as required by the laws and regulations via
mail, letter, telephone, pushed notification or other available means. Where it is
difficult to inform the subjects of the personal information one by one, we may
publish an announcement in a reasonable and effective way. Where required by
law, we will also report the treatment result of the personal information security
incident.
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6. Your choices and rights
6. &R
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1) the right to know and the right to decide on the processing of your personal
information;
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2) theright to restrict or refuse the processing of your personal information by others;
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3) the right to consult and duplicate your personal information;
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4) the right to request personal information processors to correct or supplement your
personal information where you discover the information is incorrect or incomplete;
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5) the right to withdraw your consent to the processing of personal information based
on your consent (but please note that your withdrawal of consent does not affect the
validity of the processing of personal information that has been carried out based on
your consent before the withdrawal);
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6) theright to request the transfer of personal information to your designated personal
information processors;
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7) the right to delete your personal information under specific circumstances.
EHBAERERR LT ZRBATMBRE RN NE R

If you want to exercise your rights above, please contact us via the contact information
provided in this Notice. To protect the security of your personal information, we need
to verify your identity in order to respond to your rights request(s), and we may not be
able to respond to the request(s) for rights related to personal information that are not
from you or authorized by you (for example, requests to consult personal information
of someone else).
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Additionally, the rights above are subject to limitations and exceptions under applicable
law. We will respond to and comply with your request(s) consistent with applicable law
as soon as reasonably practicable. If you have unresolved concerns, you also have the
right to complain to relevant supervisory authorities or where applicable, file a lawsuit
with the court in accordance with applicable law.
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7. How we transfer your personal information overseas
7. BATIATHE KA NS BAARE S5t

For the purposes stated in this Notice, we may transfer your personal information to our
headquarter located outside of mainland China, i.e., Kongsberg Gruppen ASA and
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Kongsberg Digital AS. Where personal information is transferred to another jurisdiction
outside mainland China, your personal information will be secured by appropriate
safeguards as set forth under applicable law, including without limitation, where
applicable by the use of the standard contract officially published by the supervisory
authority for the transfer of information between mainland China and other
jurisdictions. To the extent required under applicable law, we will obtain separate
consent from you before the transfer of your personal information.
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IT Service
IT % L. AR, T
Emp]oyee ;I'%b%\ ﬂzﬁé’\\ %"ﬁlﬁ%\ L
Kongsberg | P1Vacy | management TR SR 5 4171 Norway
Digital AS @kongsb BT IT Service : name, email, .
erg.com | R-L-FE 7199
phone, department, date of
Group visit and local IP address.
compliance
R IT i%%: w44 HF R,
RS wiE, w01 Ui HIRA
Collaboration i TP 3k
between Employee management:
workers name, ID number, gender,
age, phone number, address,
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A LME

email  address, diploma,
employment certificate, crime
record, health check of
occupational _disease and
salary information.

RLEHE: 4. BHES
. P, RS TSR,
ok, L FHEARHEE. EE
5. SRR JBEEIESR
R o e R 2 A5 S A 1 %

2
{EI‘ 4%\

Group compliance: employee

information which is already
collected by HR during
onboarding.
Investigations/audits ~ could
potentially look at financial
records, travel details and
email correspondence.

EHGH: NP AL
FIRA T SR TR L
FE, A/ RS SR
AFEIM LR HZEILFM
LT AR IR AR T %

Collaboration between
workers: employee contact
details (i.e. name, phone
number, email),
organizational belonging, IP
addresses, electronic logs for
use of IT-resources,
installation/use of IT systems,
user profile/account
information,  support  or
incident case information.

RTHME: R THVEANRER
. BiE 5.

B TR RS  HAUAJE . TP
Huhk A5 1T YRR T H
EIT RGEM 2R
PR E S SCRrEEH
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IS B
employee information which
is already collected by HR
during onboarding.
For group Investigations/audits ~ could
' compliance potentially look at financial
Kongsberg privacy function records, travel details and | Norway
Gzlgien @kongsb email correspondence. ‘
I
cecom ?‘g S| e oot A e |
ZRETHRITELR, HE
/HF AT RE S AE o E W 55
W0 HZE IO TR
HE IR
Tel: +86
10 6462
9100
Email:Be Name, employee ID, cost
jjing@int centre, ID number, email,
ernationa Provide mobile number, air company
Isos.com emergency membership .ID, passport
1 SOS st i pee | SUPPOTLT. ’ )
R % bt e 2 g | S TGS SO |
Privacy | 0 | SHEB, BB, T
Link " IR TN IRAPATI Poa A RN
Privacy i GREE N T IEZS N N
at_ A H 4]
Internati
onal SOS

8. Updates to this Notice
8. ABURKIEH

We reserve the right to update this Notice at any time, and we may modify the terms of
this Notice in a timely manner based on updates to our services, technological
advancements, data processing practices, and relevant legal requirements. We will
provide you with a new Privacy Notice in accordance with applicable laws for any
changes made. We may also inform you from time to time about how your personal
information is being processed through other means.
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FATT DR B LB AR AT I A5 SE W A RS AL BOR IR, JA ] fE AR Ak 55 0 SE 0T I L
RHE AR 3t 2 | Bt A B0 S SRR R R A 50 R IE B O BRI 263K
PATRARSE LR AR SCHUE , RS SR P IFSAABR . FRATT R BEAST 3t DAL AR
J7 it R TR NG BRI B 0L

9. Contact us

9. BXRHAN

If you have questions about this Notice or wish to contact us for any reason in relation
to our personal information processing, please contact us at privacy@kongsberg.com,
or via physical address:

Corporate Privacy Officer Kongsberg Gruppen ASA
P.0.Box 1000
3601 Kongsberg

WA AR A e, SRR & BIAS ANAG B AL ) 10 @A 2 5 IRATTECR,
THIEN AN RS HATELR: privacy@kongsberg.com, BIE T U T M4 Hu bl -

Corporate Privacy Officer Kongsberg Gruppen ASA
P.O.Box 1000
3601 Kongsberg
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